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Research on Newsroom Security Challenges
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Science and Information System,Universiti Teknologi, Malaysia

Newsroom play a very significant role in the modern day news production and broadcast, and a vast array of technological

advancement is being introduced to improve communication efficiency but surprisingly, threats to the security of the network
and communication channel, server systems, and work stations ; external and internal alike, of the newsroom are often over-

looked/neglected. This threats if not mitigated could compromise the security of the newsroom and consequently jeopardize the

integrity, reputation and even the safety of personnel. Test security will be enhanced by mitigating these threats. Few articles
on the security of newsroom exist while it is of high importance. This survey studied the possible threats to newsroom and its

possible effect, as well as possible mitigation to these threats.
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1. INTRODUCTION

NEWS PRODUCTION is the process of planning, gathering, producing and communicating news con-
tent [Palmer 2008]. While this is primarily an editorial process these days, it is supported by sophis-
ticated technical appliances and systems. A newsroom is the place where journalists–reporters and
producers, along with other staffers–work to gather news to broadcast on television or radio. However,
Newsrooms can be a separate production unit but usually they are part of large broadcasters as it
needs a lot of technical and informational support.

Newsroom is an integrated, operational and information system in which 3 functional elements
works together: Software, Hardware and human resources. Newsroom productions are high quality
news in either news structure or content quality. Videos are the best possible qualities. Searching and
retrieving data in such system is much easier. Transferring items from/to Archive is an important
milestone due to traditional systems.

Journalists, super journalists, technicians, grapiest, editors, presenter, camera operator, audio engi-
neers, light controllers and all other roles play as a team to produce high quality items in the fastest
order. Time is a very important factor in news production. Owing to the relevance of newsroom to
broadcasting organization, the need for secured news gathering, processing, dissemination and pro-
duction cannot be overemphasized.

Threats to newsroom are not often reported, or even heard of, in the modern day digital world. They
however exist nonetheless. Broadcast correspondents, [Baksh 2010; Schechter 2003] gave insight into
the nature of newsroom and forms of threat/attacks targeted against it. Nowadays most newsrooms are
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fully digitalized environments. Such networks may contain 100s of computers and sub-networks. These
level of digitization has further introduce new vulnerabilities, and easier level of threats, ranging from
an insider abuse, hackers, to planned corporate espionage.

This paper attempt to present the vulnerabilities attributed to newsroom, as well as describe the
possible mitigation to these vulnerabilities. The rest of the paper is as follows: section 2 gives the
architectural overview of newsroom. Section 3 elucidate on the various composition of newsroom. In
section 4, the paper introduces the various vulnerabilities accredited to newsroom. A comprehensive
summary of the possible mitigation to the vulnerabilities in newsroom is also given. Relevant discus-
sion on the security of newsroom is given in section 5. Section 6 present the conclusion of this paper.

2. ARCHITECTURAL OVERVIEW OF NEWSROOM

2.1 Newsroom Workflow

New technology, added delivery channels and the increasingly unpredictable viewing habits of con-
sumers are forcing today’s news staffs to make significant changes. Today, station news teams need
to be vigilant 24/7. In addition, they must not be dependent upon a linear storytelling model, and
they must be able to distribute content across multiple platforms. Likewise, the production technology
they deploy has to do more than simply present the daily television newscast. [Matics 2010] The role
of broadcasting stations in news production workflow is primarily to promptly communicate accurate
information. The changeover from tape media to file-based media usage, including that used in news
coverage of on-air broadcasting can improve the workflow that used to impose a lengthy time longer
than actual recording hours [Yasuharu and Masaki 2011]. In Traditional newsrooms, Journalists gath-
ered news from news sources that were usually other news channels, reproduced them as a new news
package that were as texts most of the time. Nowadays fully digitalized newsrooms could consist of
hundreds of computers and servers. Journalists search via different news sources from tele-texts and
satellites to websites and news-feeders. They benefit from automatic mechanisms and softwares, which
help to make news.

In a newsroom system, news, monitored news programs and data from other sources store in a
central storage attached to powerful servers and journalists have access to this central storage via
their workstations. These workstations can be ordinary PCs. Journalists prepare news text and it is
multimedia content with the help of editors and Monitors. The news will be sent to Super journalist
for final checking. Super journalist will check the news structure and will put it in the conductor due
to its subject and News Value. Playlist items will play in studio, the presenter will read the read-only
parts of the news and audio/video parts will play automatically from central storage.

These systems are usually in a newsroom network:

—Archive network and systems
—Satellite- Tele-text receivers
—Internet feeders
—Journalists systems
—Graphic systems
—Narration systems
—Studio systems
—Monitoring systems
—Ingest systems
—Crawling systems and Character Generators(CG)
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Fig. 1. News production workflow of human resources

—Reggie systems
—Server room systems

Sample architecture of these blocks and elements is introduced in Figure 2. Variety of architectures
exist depends on the configuration of television equipment and applications [Viana et al. 2003].

3. WHAT CONSTITUTES THE NEWSROOM?

3.1 Archive Network and Systems

Current work in digital preservation (DP) is dominated by the Open Archival Information System
(OAIS) reference framework specified by the international standard ISO 14721:2003[Nicholson and
Dobreva 2009]. This is a useful aid to understanding the concepts, main functional components and
the basic data flows within a DP system Archive probably is the heart of digital broadcast systems.
While in analogue workflow it was usually in basements, but in digital era availability of archive and
its services probably is the most critical part of the chain. Huge archives may contain PBs of data.
Many archives or based on OAIS (Open Archival information system) model [Nguyen and Le 2010].

An AV archive network in a broadcast channel typically consists of these systems:

—Mass storage consist of:
—Online like SAN-DAS-NAS (TB).It contains the materials that MUST be available always without

a second of even one second. Example of such content can be titrages or Audio or video clips with
the highest usage or the items of current playlist that are going to be on-air in few seconds or
minutes
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Fig. 2. A Sample Newsroom Architecture

—Nearline like tape autoloaders or MAID (TB): A delay of 1 to 5 minutes are usually acceptable for
retrieving of contents of this type of archive. For example items that will be on-air in near future
can be kept in nearline archive until a reasonable time and then moved to online.

—Offline (Like tape libraries) (PBs): Items that rarely are used like a special sport event are kept in
offlines. Speed of service is not very important. Due to HSM policies using content of such archive
usually needs it to be first moved to nearline and offline and then is ready to be used. Hierarchical
Storage Management (HSM) architecture defines topology of these archives [Avrin et al. 2001;
2000].

—Audio-Video Ingests : to ingest Audio/Video materials from external/internal sources
—A/D systems for transferring Analogue essences to digital
—Metadata systems ( cataloging and others)
—Network management systems (DNS, Domain controllers)
—Editing systems : To remove noises like Pops, Hiss, from essences
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Fig. 3. OAIS Archive model [CCSDS 2003]

—Backup systems

3.2 Satellite- Teletext Receivers

Broadcast teletext is a television information retrieval service developed in the United Kingdom in the
early 1970s which offers a range of text-based information, typically including national, international
and sporting news, weather and television schedules, Subtitle (or closed captioning) information is also
transmitted in the teletext signal, It is usually used to receive latest raw essences (Audio-Video-Text)
from satellite sources. These are always pay-services [Kawamoto et al. 2004].

3.3 Internet feeders

Nowadays internet is not just about emails and websites, more and more applications use internet
as communication platform. Many broadcasters use internet to transfer data like Graphics including
pictures and News Texts from internet sources. These are usually pay-services [Lee 2000].

3.4 Journalists Systems

To choose a text with the order of super journalist and find a suitable Video clip and make video cuts
including Rough cut, Jump cut, fading,etc. It can be a simple PC. Usually all inputs like USB, CD-DVD
and other disk drives in order to decrease the risk of possible security vulnerabilities.
International Journal of Computer Communications and Networks, Vol. 2, No. 3, Article 2, Publication date: December 2012.
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Fig. 4. HSM architecture of archive

3.5 Monitoring Systems

Due to the extension of satellite TV channels, using the technologies for streaming TV over LAN net-
works seems to be inevitable. A sampled Monitoring Network consists of many computers, ingests and
video servers that are connected to the central storage

3.6 Graphic systems

The attractiveness of current news and productions highly depends on graphics and visual effects.
These systems are used to add Subtitles ,Logos and etc to videos or captions or even making 2D-3D
images for weather news and etc [Whitaker 2005].

3.7 Narration systems

Many videos and still images do not contain voice and need a narrator to ass narration on the file. A
narrator is a person who tells the story of the still or moving image [Ranjbar 2011]. To add voice or
reports to a clip to make a news package, there are narration systems in newsroom which are located
in studios or acoustic rooms to record voice and adding it to the video.
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3.8 Studio systems

Studio systems usually located at the end of newsroom workflow. Contents from workstations and
journalists are sent to studio for broadcast, these systems usually contain followings [Whitaker 2005]:

—Autoque(Prompter)
—Lightings
—Video Mixers
—Audio Mixers
—Microphones
—Cameras
—Telephony systems
—Character Generators(CG)

3.9 Monitoring Systems

The quality and content of what has been broadcasted should be monitored at all times. These systems
capture and store contents to monitor input/output content and its quality.

3.10 Ingest Systems

Ingest system captures video programs or news items and route them to the Tapeless workflow. This
system can work as a Standalone system or be connected to other automation systems [Whitaker 2005].

3.11 Crawling Systems

It is usually located at lower one fifth of the screen to present headlines and latest news in text format.
It also called thicker news [News 2011b]. The content prepared by journalists and added to video by
video mixers.

3.12 Playouts

Audio/Video Playouts are the e outer layer of the newsroom that send the final video and content to
the signaling department and/or antenna for broadcasting [Whitaker 2005]. Playouts are very impor-
tant systems that if any vulnerability of them may threaten the whole newsroom process. They are
connected to central storage usually by high speed connections like Fiber Optic. In many cases and
scenarios currently using, technicians make a backup of each playlist contents on the local storage of
playlist in order if any malfunctioning of network happened, there will not happen anything to the air.

Another threat is that like any other systems play out are consist of hardware. As they work 24/7
any problem to them may happen while in 99.999(five 9) of times they have to be on load.

These problems may be power consumption failures or processor or memory damage. Problems
caused by operating system failure may happen as well. To guaranty the safety of our put signal
there usually a redundancy configuration is used as Fig. 5.

In this structure, both play-outs act exactly the same operation at the same time simultaneously.
The change over system is a switch that always sense the line and if detect any malfunctioning with
play-out 1 then will move the output line to number 2. The process is usually controlled by RS232 port
controller. There exists another structure for play outs that the changeover switch divides the tasks
between both play outs, so each of them play one item at each time and the other one will rest. This
minimizes the threats but still is risky. However a combination of above solutions may be ideal for
highest security.
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Fig. 5. Current Solution for Reducing Risks of Play Out Servers

3.13 Server Room Systems

All computing systems and communication between all systems in newsroom is managed and con-
trolled with servers in server room [News 2011a]. It is a small data center to store and retrieve data.
Administrators of the newsroom who work at server room are responsible for the integrity, confiden-
tiality and availability of the systems all over the newsroom. Systems of a sample newsroom may
contain followings [Warner 2008]:

—Data backups
—Antivirus
—Domain controllers
—Firewalls
—Routers and switches
—Monitor systems
—Webmail servers
—Internet feeder servers
—Teletext servers
—Proxy servers

4. NEWSROOM VULNERABILITIES

Typical newsroom architecture can be described as a group of inter-connected host forming an in-
tranet [Kent 1981] which comprises PC stations, and servers. Being an Ethernet system, all security
challenges associated with the Ethernet can also be exploited in a newsroom. Peculiar to a news-
room is the complication generated through the various phases of operation: negotiation, connection
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and transmission. Active or passive wiretapping could be a major threat to the intranet system. In
[Jamieson and Low 1989], other risks associated with the intranet are elaborated. Attack could ei-
ther be internal or external, and with differing motivation, capability, accessibility, and opportunity
[King 2007]. Moreover, the weakest link into an intranet network is the human factor -journalist and
network administrator- whose attitude towards security and threat varies significantly [King 2007].

4.1 Internal Threats

Features such as network latency, throughput, and availability of network are major factors of concern
to a security analysis in newsroom architecture; with availability considered the quintessential [Huynh
et al. 2010]. DOS/DDOS are the major threats to this quintessential factor. A malicious internal in-
truder who may otherwise be a legitimate user could be a major source to these threats. Generally,
internal threats to intranet could either be as a result of un-authorization or un-authentication [Rao
2003]. Such internal threats could include but not limited to; illegal internet connection, unauthorized
intranet connection, mobile storage equipment/device, and system vulnerabilities.

4.2 Illegal Internet Connection

While firewalls dictates the permeability of internal user to internet servers, it may not be able to
prevent against newly discovered vulnerabilities in access control [Khoussainov and Patel 2000], and
once an illegal access is gained, both active and passive eavesdropping can occur on data being trans-
mitted. Additionally, an internal intruder can bypass border network protection through unprotected
internal LAN, thus creating a backdoor access. In a newsroom, where gathering of international news
is the hallmark, illegal access to internet can result to various security compromises. More so, since all
station in a LAN share a single physical channel, compromising one station could be lead to attacks
such as DOS, and even a DDOS. Segmenting the LAN using bridges as network filters could minimize
the effect of a single compromised station [Khoussainov and Patel 2000]. Adopting the crypto-Ethernet
NIC proposed by [Khoussainov and Patel 2000] could also be a feasible solution owing to the fact that
a newsroom network could be managed using same types of station, and dual NIC cards.

4.3 Unauthorized Intranet Access

Authorization is simply an access control system for resources on the intranet. A station not belonging
to the intranet initially could be easily plugged (though some network systems use Static IPs, and
well defined IP look up tables, so simple plugging cannot occur.) into the intranet, without due au-
thorization from the network administrator. If such a scenario occurs, other possible attacks could be
embedded/launched into the network- Trojan horse being a very common backdoor- leading to system
compromise[Haiyan et al. 2010]. Access control system such as access control list (ACL), discretionary
access control (DAC), mandatory access control (MAC), and role based access control system (RBAC)
could be a very useful tool in preventing this type of vulnerability exploitation [Rao 2003]. Also [Rao
2003] proposed a flexible access control model as an intrusion detection system, as well as an intrusion
alarming system against system misuse. Similarly, [Khoussainov and Patel 2000] describes a practical
requirement for unauthorized intranet access, with special consideration on integrating improvement
into existing infrastructure. Also, the use of static IPs augmented with well defined look-up tables
could mitigate this threat.

4.4 System Vulnerabilities

Working with the axiom that no system is perfect, especially in conjunction with human resources- the
weakest security link [Wood and Banks 1993], there are always some vulnerabilities in any system
[Haiyan et al. 2010] which could range from improper/wrong configuration, factory inaccuracy, to in-
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herent weakness of the system. An internal intruder could be a source of the inclusion of Trojan-horse
and or botnets. Attacks like botnets could lead to unauthorized information disclosure [King 2007].

Proper and adequate configuration is a prerequisite for adequate security. This implies that other
function of stations which are not needed for a newsroom operation should be disabled, such as TEL-
NET; remote access to intranet switches, routers and servers [King 2007]. This could prevent exploita-
tion of system vulnerabilities. Additionally, the use of audit trail log system could also be considered as
a pro-active measure, especially when combined with staffs (journalists, technical units, and manage-
ment team), staff education, training and awareness (SETA) programs are proactive way of addressing
some system vulnerabilities, coupled with network intrusion detection system (NIDS), and host intru-
sion prevention system (HIPS).

4.5 Mobile Storage Equipment

It is an easier way of transferring malicious codes. Famous auto-run class of virus and ferry-class can
also be distributed through devices [Haiyan et al. 2010] such as flash drive, CD ROM, e.t.c. Such an
intrusion can cause station (Station and server alike) compromise. Furthermore, a single station com-
promise can cause a DDOS since intranet functions on host-host interaction. Disabling port of movable
devices, exclusion of disk drive unit on a station, station clustering, and access control could be a pre-
ventive ways for this types of threat. HIPS could also be used to address these types of threat/attack
vector [King 2007].

4.6 External Threats

The process of newsfeed, gathering information and information dissemination are links to and fro the
intranet. This could also be the channel of entrance for an external intruder. In [Haiyan et al. 2010], a
logical structure of newsroom intranet was depicted. Additional, some necessary aggregates and predi-
cates for predicting attacks attempts were also elaborated. However, attacks targeted at such network,
depending on the motivation, resources and proficiency of the intruder; could bypass the rules of nor-
mal attack pattern [Jeong et al. 2007]. [Jeong et al. 2007] demonstrated attack scenarios on intranet
using various risk analysis. Attacks such as dispersed/ distributed DOS, IP address embezzlement,
e-mail hijacking, man-in-the-middle attack, network flooding, IP spoofing, eavesdropping, social engi-
neering e.t.c are frequently experienced on intranet[Jamieson and Low 1989; King 2007], but peculiar
to the newsroom is the DOS, DDOS, network traffic interception [Cheung and Mišić 2002]. These
threats can however be mitigated using a virtual LAN/VPN (layer-2 & 3 security) either the IP-sec or
non-IP sec based [Cheung and Mišić 2002; Arbaugh et al. 1998].

4.7 Network Vulnerabilities

The internet being a conglomeration of heterogeneous network (trusted and un-trusted) environment
and also being an open system (OSI Model) forms the basic idea of the network vulnerability. A net-
work whose constituent device and interconnection are physically secure, and its initial configuration
are securely controlled could be termed a trusted network, since authenticating a single device over
the network is equivalently the same as authenticating all devices on the network [Syngress et al.
2006]. Contrary to this is the Un-trusted network. An ideal VPN could guarantee secure (security
triad-confidentiality, integrity, availability), connectivity, good quality of service (QoS), and network
monitoring [Cheung and Mišić 2002]. A hardened configuration of network device can also reduce
threat level [King 2007], while processes such as secure remote shell (SSH), secure www connection
(SSL), and secure electronic mail such as encrypted PGP/MIMI [Khoussainov and Patel 2000; Hoffman
1998]; could be employed as measures against threats [Garfinke 2003].
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Table I. Newsroom Vulnerability, Possible Type of attack, and its Mitigation
Newsroom Vulner-
ability

Possible Type of Attack Possible Mitigation

Internal threats Corporate espionage, data theft, data corrup-
tion, information leakage, logic bombs, Trojan
horse

Continuous threat assessment evaluation and
implementation, implementation of threat
analysis & prediction tools

Illegal internet
connection

Poor network performance, network disrup-
tion, data leakage

Regular network on-site evaluation and
maintenance, regular update of IT infrastruc-
ture

System Vulnerabil-
ity

Illicit data disclosure, system failure, poor
network throughput

Regular maintenance, regular soft-
ware/hardware updates

Unauthorized net-
work access

Data theft, data disruption, unauthorized dis-
closure and dissemination of information, cor-
porate espionage

Use of strong and secure password, regular
training of staff, awareness on the need for
ethical practice, strict adherence to informa-
tion security policy

External
threats/attacks

DoS, DDoS, website defacement, System hardening, adequate network configu-
ration, updating software patches, perimeter
security system

Network vulnera-
bility

DoS, DDos, news hijacking, untimely infor-
mation leakage

Proper configuration of network infrastruc-
ture, regular penetration testing, regular up-
date of patches

Mobile storage de-
vice

Data corruption, system disruption, data
theft, classified information leakage

Total prohibition of the use of mobile storage
device, removal of USB connection ports, dis-
abling of wireless communication

4.7.1 MAC Flooding. This is a limitation caused switches and bridges inherent capability- char-
acterized by limited hardware look-up table capacity- for storage of source address of received packet
[King 2007]. When this look-up table is totally used up, further traffic directed to its address can-
not be learned resulting in an overflow or permanently flooded. VLAN can be used to address such
vulnerability [King 2007].

4.7.2 IP Spoofing. This is known as impersonation attack. It occurs at the IP-layer of the network
[Harris and Hunt 1999]. Further exploitation of this attack could lead to TCP session hijacking [Harris
and Hunt 1999]. Adopting a VPN could be a way to prevent such attack. Moreover, hardened router
setting, filter and bridges [Jeong et al. 2007] and firewall [Harris and Hunt 1999] could also be used to
prevent and or limit threats. For a newsroom broadcast scenario, this could result into QoS trade-off
since VPN does not guarantee QoS [Arbaugh et al. 1998]. A more general way could be to connect only
a trusted device to a trusted port [King 2007]. While this could be considered adequate against external
attacks, it does little or no protection against internal attacks. If a trusted device is compromised, then
all device connected sharing same port could as well be compromised. Table 1 gives a summary of the
vulnerabilities in newsroom.

5. DISCUSSION

As elucidated in Table 1, newsroom vulnerabilities can be mitigated before any form of exploitation is
experienced. However, the priority placed on security determines the level of mitigation implementa-
tion. In[Roy Sarkar 2010], detailed surgical analysis on insider motivation, misuse detection, misuse
prediction as well as insider threat prevention is presented. Newsroom is a human centric organiza-
tional setting, which requires more on psychosocial behaviour analysis for threat prevention. There-
fore, the security of any newsroom largely depends on the perceived relevance, from the management of
the broadcasting institution. While more attacks that are sophisticated are not targeted at broadcast-
ing institution today, it is not a yardstick however, to neglect the return on investment that adequate
International Journal of Computer Communications and Networks, Vol. 2, No. 3, Article 2, Publication date: December 2012.
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security can yield in the event of occurrence of an attack. Additionally, the possibilities of disgruntled
staffs, or even laid off staffs, to attempt to carry out attack on newsroom cannot be ruled-out.

6. CONCLUSION

In this study, we examined the architecture of a typical newsroom from the security perspective. Com-
munication processes between each components of the architecture were also considered. We further
analyze the possible threats to the newsroom taking view from the inherent vulnerabilities identified
from the architecture. Moreover, possible mitigation processes were also suggested. Further research
on how to strengthen the security of the newsroom could be a feasible focus, in line with the business
continuity plan of the organization.
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