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Abstract—Wireless Sensor Network is consisting of number of limited sensor devices which are communicated over the 

wireless media. There are a lot of its application in military, health and industry. As sensor devices are resource restricted, the 

networks exposed to different types of attacks and conventional techniques against these attacks are not desirable due to the 

resource constrained nature of these kinds of networks. Therefore, security in WSNs is a challenging task due to inheritance 

limitations of sensors and it becomes a good topic for researchers. In this paper we focus at secure hierarchal routing protocols 

in wireless sensor networks and represent selected approaches which focusing at this matter. Finally we develop a matrix which 

generalizes previous works and analyze the proposed matrix and then suggests the protocols to be applied in proper 

application. 

Index Terms— Secure Hierarchal Routing Protocol, Security, Wireless Sensor Network, Security Matrix.  
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1 INTRODUCTION 

IRELESS Sensor Network (WSN) is a growing 
technology which is offering solution to variety of 
application areas such as health care, military and 

industry. These kinds of networks usually apply number 
of devices known as sensor devices. These sensors which 
are limited are distributed over the environment and 
communicate through the wireless media. They are also 
responsible of sensing environment and transmission 
information as well. Usually the transmission task is criti-
cal as there are huge amount of data and sensors devices 
are restricted. As sensor devices are limited the network 
exposed to variety of attacks. Conventional security 
mechanisms are not suitable for WSNs as they are usually 
heavy and nodes are limited.  
The rest of the paper is organized as follow: Section 2 pre-
sents wireless sensors applications and comes up with the 
matrix which classifies the WSN’s applications. Section 3 
will review the sensor node architecture. Routing taxon-
omy will be presented in the next section and Section 5 
briefly review security issues in WSNs. After that we fo-
cusing on secure hierarchal routing approaches in wire-
less sensor networks and survey selected ones. Then Sec-
tion 7 generalizes selected approaches and proposed se-
lected protocols for appropriate applications. Finally Sec-
tion 8 concludes the paper. 

2 APPLICATIONS OF WIRELESS SENSOR 

NETWORKS 

Nowadays there are many of WSN applications in indus-
try, military and health care. According to functionality of 
network we can classify WSN’s applications into: into 
Event Detection and Reporting, Data Gathering and Peri-
odic Reporting, Sink-initiated Querying and Tracking-
based Applications [1]. In the event detection and report-
ing applications such as intruder detection systems in 
military, detecting unusual behavior or failures in a man-
ufacturing process or detection of forest fires, the infre-
quency of occurrence of specific events has been detected 
via WSN. In data gathering and periodic Reporting appli-
cations such as monitoring temperature, humidity and 
lighting in office buildings, data gathered and reported in 
the specific periods of time. In sink-initiated querying 
scenarios the process of gathering and reporting envi-
ronment data had been asked through the base, or sink. 
In tracking-based application such as surveillance, WSN 
may be used in order to track of specific objects in the 
environment. 
According to the domain of application we can classify 
WSN application into Environmental, Industrial, 
Healthcare and Security/Critical applications. This classi-
fication is shown in Fig. 1.  ———————————————— 
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 Fig 1. Classification of WSN applications 
 
 

Environmental application such as structure monitor-
ing, habit monitoring and underground monitoring usu-
ally verifications will be done on the specific environment 
or the things inside that environment. In the industrial 
application such as control process application, wireless 
sensor network technology will be applied in the indus-
try. Healthcare is another classification which applies 
WSN solutions to variety of applications such patient 
monitoring. WSNs are also being applied in security ap-
plication such as boarder surveillance or intruder detec-
tion system.    

3 SENSOR DEVICE ARCHITECTURE 

Perhaps the most widely used element in wireless sensor 
networks is sensor device, also may be referred as sensor 
node or node. Sensor nodes in WSNs are responsible of 
both sensing environment data and transmission as well. 
They are usually consisting of limited processor, memory, 
battery, sensor(s) and transceiver. Verdone et al. consider 
the five elements for sensor device which are shown in 
Fig 2. 

Fig. 2. Node Architecture [2] 

According to [2], sensor node device has the Microcon-
troller which handles tasks. It also has memory which is 
used to store sensed data. The radio transceiver applied 
to transmit data. Additionally it has the sensor(s) to sense 
environment. And finally the power source, the battery, 
which is used to provide required power for the other 
elements.  

4 ROUTING IN WIRELESS SENSOR NETWORKS 

As it mentioned in Section 3, sensor devices are usually 
restricted in case of memory, processor and power. Addi-

tionally they are responsible for sensing and transmission 
of data as well. Data transmission task is critical and chal-
lenging as there are usually huge amount of data and 
sensor devices are limited. So designing the routing pro-
tocol for these kinds of networks should consider these 
limitations in mind.  
Routing protocols as it is illustrated in Fig. 3 can be cate-
gorized into the following categories base on how proto-
col selects the next hop for packet forwarding [3]: Con-
tent-base routing protocols which in order to forward the 
data, selects the next node base on the content of the que-
ry, this query usually issues by sink. Another category in 
this classification is probabilistic routing protocols which 
randomly select the next hop in order to mitigate the load 
and improve the robustness of the network. Location-
based routing protocol is also placed in this classification. 
These kinds of protocols select the next hop base on the 
position of the destination and neighbors as well.  Hierar-
chical-based routing protocols are in this category as well. 
Sensor nodes in hierarchal routing protocols, forward the 
data to a node(s) which is placed in the higher hierarchy 
than the sender, this sensor node is called aggregator, and 
then be forwarded to base via aggregators. Another cate-
gory in this classification is Broadcast-based routing pro-
tocols which every sensor node individually decides to 
forward the data or to drop it. If it wants to forward the 
data, it simply broadcast it again.  

  

 
Fig 1. Illustration of Acs and Butty’s routing protocols classification in 
WSNs 

In another classification routing protocols in wireless sen-
sor networks were classified into Data-Centric, Flat, QoS-
Based, Geographical, Multipath and hierarchal base on 
the deployment of the network [4]. . In data-centric rout-
ing, usually sink ask for specific node data by broadcast-
ing a message. After this message is reached to the specif-
ic node which sink is interested in its data, it will send the 
information back to sink.  

 
Flat routing uses tremendous equal sensor nodes (in case 
of memory, processor and so on) which collaborate to-
gether in order to sense the environment. In the QoS-
based routing, routing is performed by applying QoS pa-
rameters which usually control packet overhead and en-
ergy efficiency.  

 
Geographical routing uses location information of the 
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node to forward data. By applying this approach, over-
head may significantly decreases. In the multipath rout-
ing, multiple paths from source to destination are created 
and packets will send to destination through these paths. 
In the hierarchal routing (also called as cluster-based 
routing), the virtual tree is made by the nodes. Each node 
sends the packet to base (root of the tree) through the 
parent node. This classification is shown in the Fig. 4. 

 
 
 

 
 
 
 
 
 
 
 
 

 
 

Fig 2. Illustration of Boukerche et al routing classification in wireless 
Sensor Network 

In this section some different points of view concerning 
with routing classification in wireless sensor networks 
were represented. They were different from each other as 
they were made considering different factors such as de-
ployment of network and protocol functionality. 

 

5    SECURITY ISSUES IN WIRELESS SENSOR 

NETWORKS 

Security will be critical in WSNs and achieving security 
objectives is a challenging task as resources are limited in 
wireless sensor networks. Many of traditional security 
techniques are not desirable for WSNs due to the resource 
constrained nature of these kinds of networks. Brief in-
troduction of security issues is presented in this section. 
 

5.1 Basic Security Requirements in Wireless 
Sensor Networks 

In order to achieve security in wireless sensor networks 
security requirements should be provided. These security 
requirements are as follow, system may satisfy some of 
these requirements depend on application [5], [6], [7] and 
[8].  The basic security requirements in WSNs are shown 
in Fig. 5. 

Fig 3. Basic Security Requirements in WSNs 

Confidentiality is the ability of hiding message to an un-
authorized attacker. It means that if an illegal and unau-
thorized adversary access to the message, it cannot un-
derstand it. Integrity provides a mechanism in order to 
know whether the message had been tampered or not. 
Authentication is ability to identify the reliability of mes-
sage origin. 
And availability grantees that network services are on 
hand as they needed. This factor identify whether mes-
sage can move on to network or not. If the node can use 
its resource, then the availability is provided to the net-
work for forwarding the message.  
 
Although security in wireless sensor networks depends 
on the application, there are some basic security require-
ments which proposed by researchers. System may satisfy 
some of them as it needed. We try to extract minimum 
security requirements for different types of application in 
sensor networks which is mentioned in Section 2 and il-
lustrated in Fig. 1. Table 1 illustrates the security re-
quirement regarding to different application categories. 
 

TABLE1   
ILLUSTRATION OF SECURITY REQUIREMENTS REGARDING TO 

DIFFERENT APPLICATIONS IN WSNS 
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Basic Security Requirements 
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Environmental  × ×  

Industrial  × ×  

Healthcare × × × × 

Security/Critical × × × × 

 
As it is illustrated in Table 1, different kinds of applica-
tion in WSN, need different level of security. Base on 
study of [9], [10] , [11] , [12] and [13] authentication and 
integrity is the minimum basic security requirements 
which should be satisfied to make environmental applica-
tions such as habit monitoring and industrial applications 
such as controlling process be reliable. Healthcare appli-
cation should keep patients confidential. The reliability of 
these systems are also very important so the authentica-
tion, integrity, avaiablity and confidentiality is the mini-
mum security requirements that should be achieved in 
healthcare applications [14], [15], [16], [17], [18], [19], [20], 
[21] , [22], [23].  Security and critical application such as 
intruder detection and boarder surveillance should satisfy 
maximum level of basic security requirements [24], [23], 
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[25].  
Therefore the security in wireless sensor network is de-
pending on the application and different types of applica-
tion needs different levels of security. Consequently sys-
tem may satisfy some basic security requirement as it re-
quired. 
 
 
 

5.2 Routing Attacks in Wireless Sensor Networks 

Due to the limitations of resources in wireless sensor 
networks, these kinds of networks exposed to variety of 
attacks. Routing attacks which target the network layer in 
wireless sensor networks are shown in Fig. 6 and the brief 
description of them will be presented in this subsection 
[6], [7], [26], [27], [8] and [5]. 

 
Fig 4. Routing Attacks in WSNs 

In selective forwarding attack, certain messages will be 
dropped by malicious node. Two factors are important in 
this attack. First is location of attacker, if the location of 
malicious node is close to base, it will attract more traffic. 
Another factor is the amount of dropped messages, the 
more it drops, the more energy it has in order to attack. In 
the case of sinkhole attack, also known as black-hole at-
tack, attacker surprisingly announces the short path to 
sink in order to attract traffic. And when it attracts the 
messages drop them or run selective forwarding attack.  
In scenario of Spoofed, Altered or replayed routing in-
formation, attacker targets at the routing information as it 
exchanged among neighbors. In this case, attacker may 
spoof, alter or replay the routing packets, creates the 
loops in networks, repel the network traffic and etc. The 
adversary in Sybil attack announces multiple identities by 
fabricating and stealing the identity of the legal nodes. 
The fast tunnel will made by adversary attacker in 
wormhole attack. The attacker will forward the traffic of 
one place in the network to another place through this 
tunnel in wormhole attack. In case of hello flood attack, 
attacker broadcasts Hello message with the strong trans-
mission power to the networks and make itself as a fake 
sink.  
 

5.3 Cryptographic approaches in Wireless Sensor 

Networks 

Sometimes malfunctioning of network is not aim of the 
attacker; instead it has intent of accessing and interpreting 
the data which it collected. Therefore in order to prevent 
attacker from eavesdropping, cryptography will be ap-
plied. Cryptography, simply, aims at making data not 
understandable to an unauthorized adversary which has 
the goal of data interpretation. In order to apply cryptog-
raphy in any system including wireless sensor networks, 
cryptographic keys should be distributed among the par-
ties, sensor node in this case, and this task is the responsi-
bility of key management system. Cryptographic algo-
rithms use these keys for data encryption and decryption. 
Depending on the key, there are two types of cryptog-
raphy: symmetric cryptography - mostly referred as se-
cret key cryptography - which will use the same key for 
encryption and decryption and asymmetric cryptog-
raphy, also known as public key cryptography, which 
uses public/private pair key for encryption and decryp-
tion. Conventional public key cryptographic algorithms 
are not desirable for wireless sensor networks due to the 
limited resources [28], [8], [29] and [30]. 
Unlike public key cryptography, symmetric cryptograph-
ic techniques more be used in wireless sensor networks. 
There are some symmetric encryption algorithms which 
are also used in wireless sensor networks [31], [32] and 
[33] [34]. Table II, shows some of these algorithms accom-
pany with their features.  
 

TABLE 2 
 CRYPTOGRAPHIC ALGORITHMS IN WSNS 
Name Key length Block Length 

AES [35] 128 bits 128 bits 

RC5 [36] 128 bits 64 bits 

RC6 [37] 128 bits 128 bits 

Misty1 [38] 128 bits 64 bits 

 

Law et al. tried to evaluate these algorithms on wireless 
sensor networks. According to their findings, AES is more 
desirable in order to providing high security and efficient 
energy consumption. They also claimed that Misty1 is 
more suitable for good memory and energy efficiency. 
This is against some of other works such as [31], which 
rather to use RC6 as the cryptographic algorithm.   
Choosing cryptographic method in wireless sensor net-
works is critical task due to the resource constrained na-
ture of these kinds of networks. It should be chosen con-
cerning with the factors such as energy consumption effi-
ciency and required memory and security level. Electing 
unsuitable cryptographic scheme and algorithm for wire-
less sensor network consequences the negative effect on 
network. 
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5.4 Key Management Approaches in Wireless 
Sensor Networks 

In order to perform cryptographic operation on data in 
any cipher system, it is needed to distribute the corre-
sponding keys among the parties. And this is the goal of 
key management system. In the sensor networks, key 
management protocols are the core of secure communica-
tion and they are focusing at making the secure connec-
tion between two nodes. These will be happened by es-
tablishment and distribution of keys among the parties. 
Depending on cryptographic schemes we can have Sym-
metric and Asymmetric key management protocols in 
wireless sensor networks. (Although some protocols use 
the combination of these two schemes such as [39]). The 
brief introduction of symmetric key management 
schemes is presented as follow. 
Symmetric key management approaches as they need less 
computation time are more desirable to apply in wireless 
sensor networks. Here are some symmetric key manage-
ment schemes in wireless sensor network: Entity base, 
Pair-wise, Pure probabilistic, Polynomial based, Matrix 
based and Tree based key pre-distribution schemes. Fig. 7 
illustrates symmetric key management schemes in wire-
less sensor network. 
 

 
 

 

 
 
 
 
 
 

Fig 5. Symmetric Key Management Schemes in WSNs 

In the entity based schemes such as [40] and [41] key es-
tablishment and distributions will be done by trusted en-
tity. Pair-wise key management schemes such as [42] pair 
wised key between neighbors is distributed and stored 
directly in the sensor nodes before network will be de-
ployed. Pure probabilistic key managements protocols 
such as [43] which mostly be referred as the basic scheme 
distribute the key among the parties concerning the given 
probability so nodes do not need huge amount of 
memory to store the keys. Basic scheme has three phases 
which are key pre-distribution, shared-key discovery, and 
path key establishment. This phase ensures that any two 
nodes share at least a key with a chosen probability; for 
example in order to have a probability of 0.5 only 75 keys 
should be  drawn out of a key pool with the length of 
10,000 to form any key ring. The second phase is respon-
sible of discovery of the neighbors in the sensor network. 
Finally the last phase is focusing at assigning a path-key 
to select those sensor nodes in network that do not share 
a key but are connected by two or more communication 

links at the end of the shared-key discovery phase.  
Polynomial based key management schemes which first 
proposed by Blundo et al. [44] and based pair wise ap-
proach,  use the polynomial mathematics in order to gen-
erate key pool and key assignment among the parties. In 
the matrix based key pre-distribution schemes such as 
[45] the matrix Kn*n is responsible of storing all pair wise 
keys. The element kij represents the shared key between 
node i and j in the network. This matrix is made under 
the condition which says the element kij is equal to ele-
ment kji. K = (DG)TG, where D(λ+1)* (λ+1) and G(λ+1)*n. G is 
known as public matrix and (DG)T is called secret matrix 
so must be confidential to all nodes. In order to generate 
the pair wise key, node i only store i-th row of secret ma-
trix. And after deployment of network nodes i and j com-
pute the shared key kij = kji by exchanging their stored 
rows. 
In the tree base schemes, key generation and distribution 
will be done base on the tree structure. As an example in 
deterministic key pre distribution which is proposed by 
Lee and Stinson [46] uses regular graph and one way 
hash function in order to generate the keys and store (not 
entire keys) them in the nodes.    
Asymmetric schemes are mostly based on RSA and ellip-
tic curves cryptography which are two widely used pub-
lic key cryptographic techniques consider being heavy to 
be applied in WSNs. Although symmetric key manage-
ment protocols are more desirable to be applied in wire-
less sensor network there are some researches such as [47] 
and [48] show asymmetric schemes are also viable in the-
se kinds of networks and .   
As the summary of this subsection, depending upon the 
cryptographic scheme we can have symmetric and 
asymmetric cryptographic protocols in wireless sensor 
networks. Symmetric key management approaches are 
more suitable to be applied in WSNs as they have less 
computational time even though asymmetric key man-
agement approaches are also viable in sensor networks. 
In this section variety of issues regarding to the security 
in wireless sensor networks were reviewed. You were 
familiar with security requirements in WSNs in the first 
subsection. After that brief introduction of attacks in sen-
sor networks were presented in the second subsection. 
Next subsection reviewed cryptographic approaches in 
WSNs and the last one briefly presented key management 
approaches in these kinds of networks. In order to pro-
vide security for routing protocol in wireless sensor net-
work, these issues should be considered. 
 

6    SECURE HIERARCHAL ROUTING PROTOCOLS IN 

WIRELESS SENSOR NETWORKS 

 
Although there are many routing protocols proposed for 
wireless sensor networks, few of them consider the prob-
lem of security and most of them developed without any 
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security consideration. In this subsection, we go through 
the secure hierarchal routing protocols which have been 
proposed for wireless sensor network, and we review ten 
of them.  
Yin and Madria proposed hierarchical secure routing pro-
tocol against black hole attack (HSRBH). This protocol is 
the family of hierarchical routing protocols which applies 
MAC (Message Authentication Code) for integrity of the 
packets and Symmetric cryptography for discover a safe 
route against black hole attack. In this approach first net-
work is divided into set of groups. Each group has its 
own leader. So there are two types of shared key in 
HSRBH: inter-group key which is shared between two 
group leaders and intra-group key which is shared among 
neighbors of leader. This protocol uses Randomized Data 
Acknowledgment to defend against black hole attack which 
attacker drops the packets that forwarded to sink. In this 
protocol, source asks sink (destination) to send an ac-
knowledgment and sink will send the acknowledgment 
to source. If source receive this acknowledgment and ver-
ification process is successfully accomplished, route is 
secure against the black hole attack. 
Du et al. proposed A Secure Routing Protocol for Hetero-
geneous Sensor Networks (TTSR) to provide security at-
tributes such as confidentiality, authentication and integ-
rity. The mentioned protocol which is a family of cluster 
based protocol uses Message Authentication Code (MAC) 
to provide authentication and integrity as well. The 
founders of it designed Asymmetric Pre-distribution (AP) 
key management scheme which sets up the shared key 
between neighbors in the cluster. In this protocol, there 
are two types of nodes, L-Sensor which includes majority 
of nodes in the network and H-Sensors which are the 
cluster heads and responsible of data aggregation and 
transmission to base. They also design two-tier routing 
scheme that consists of two parts: inter-cluster and intra-
cluster routing. Intra-cluster routing deals with the 
transmission of data from L-Sensors to the cluster head 
(H-Sensor). To accomplish this goal, the sender sends its 
ID and encrypted data as well as the MAC of these two to 
its parent. This packet will be authenticated in the parent 
node through the MAC. The receiver node (the parent of 
sender) will send the packet to its parent and also send 
acknowledgment to the original sender. If the original 
sender does not receive an acknowledgment retransmit 
the packets to its parent again. In case of another failure, 
it selects another neighbor within the cluster and trans-
mits the packet to it. This process continued until packet 
reach to destination (cluster head). The data will be stored 
on cluster head and after data aggregation; it will be 
compressed and sent to the base through the cluster head 
backbone (inter-cluster routing). This protocol is secure 
against Sybil, sinkhole, wormhole and selective forward-
ing attacks. 
 
Kausar et al. proposed Key Management and Secure 
Routing in Heterogeneous Sensor Networks. The men-

tioned protocol is a family of cluster based protocol. They 
proposed the key management scheme based on random 
key distribution for heterogeneous sensor networks. This 
scheme significantly decreases the required space for sav-
ing the keys as it only stores one key in the sensors in 
comparison to random pre-key distribution. There are 
two types of node in this protocol: H-sensors and L-
sensors. H-sensors are the ones that act as the cluster 
head. Therefore there are two routing schemes: inter-
cluster and intra-cluster schemes. The former is deals 
with transmission of packets thought the cluster head 
backbone through the selected nodes called Relay Cells 
and the later is responsible for exchanging data from clus-
ter member (L-node) to cluster head. This protocol ap-
plies Message Authentication Code (MAC) and symmet-
ric cryptography to provide confidentiality, integrity and 
authentication. It also applies acknowledgment scheme to 
detect a selective forward attack. The idea of this scheme 
is very simple; if a sender node does not hear any ac-
knowledgment from the destined neighbor in certain pe-
riod of time, it will re-transmit packet to another neigh-
bor. The mentioned protocol shows as strong resilience 
against node capture as the key management scheme 
generates the pair-wise keys between the cluster head and 
cluster member randomly. Finally this protocol is secure 
against various kinds of attack such as Sybil (which at-
tacker select multiple identity of itself) as it applies au-
thentication mechanism, wormhole (which attacker 
transmit the traffic of one place in the network to the oth-
er place through the tunnel) and sinkhole (which attacker 
announce the short path to sink to attract the packets and 
will drop them) as inter-routing uses Relay Cells and at-
tacker could not able to participate in this routing. 
Madria & Yin propose a secure routing protocol against 
wormhole attack (SeRWA) which not only detects the 
attack, but also defense against it. SeRWA is a kind of tree 
base routing protocol which nodes could not be moved 
after deployment, builds the secure path against worm-
hole attack without applying any specific hardware. It 
uses per-wise key establishment to share key between 
neighbors and assumed that the channel between sensor 
nodes are reliable thought the MAC. There are four major 
phases in SeRWA. One-hop neighbor discovery is first phase 
and deals with building a neighbors list for each node. 
When each node creates its own list exchange it with its 
neighbors. In this situation, nodes can detect some case of 
wormhole attack. Let A and B are neighbors with SA and 
SB which are the neighbor count of node A and node B 
respectively. According to Madria & Yin proven if |(SA - 
SB) union (SB - SA)| <= Threshold (they define threshold of 
closeness among nodes as the reverse of density of sensor 
network) then A and B are Close (distance between them 
is less than specific amount) or they connected through 
the wormhole. So in order to defense against the worm-
hole attack, node A and all of its neighbors reconstruct 
their neighbor list by omitting of nodes A, B and all 
neighbors of these two nodes from their list. The second 
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phase in SeRWA is initial route discovery. In this phase sink 
broadcast beacon and each node which receives it, mark 
sink (or sender) as the parent and rebroadcast it again. 
This process recursively continued until topology of the 
network will be created. Data Dissemination and wormhole 
detection is the third phase in SeRWA. In this phase, 
source signs the packet and send it to destination. Desti-
nation verifies the packet and sends acknowledgment. 
During this phase, if node finds that data packet is lost or 
is being modified, it will understand the wormhole attack 
is occurring. Therefore the nodes will reconstruct their 
neighbors list and omit suspicious nodes (and their 
neighbors as well). After detection of wormhole attack 
during the data dissemination, base starts the new rout-
ing request which has the same process as the second 
phase. This new routing is done in the secure route discov-
ery against wormhole attack phase. 
Lee and Choi propose SeRINS( a Secure Alternate path 
routing in WSN) which is a type of tree base routing pro-
tocol aiming at detection and isolation nodes which in-
tend to inject wrong routing information from entire net-
work. In SeRINS, there is one powerful sink (can be ex-
tended to multiple sinks) and tremendous low-power and 
restricted sensor nodes in which sink has an ability to 
have a direct communication to all nodes. Base will be 
authenticated via pre loaded hash value of the sensor 
node as follow: before deployment key pool had been 
generated with the rule that says the i-th key is the hash 
of (i+1)-th key element in the pool and the n-th (the max-
imum number of key in key pool) is determined random-
ly. After the generation of key pool, node will loaded via 
K0. In order for base to be authenticated via nodes, base 
broadcast the value of K1 to the nodes. Then nodes com-
pute the hash value of K1 and see whether it is equal to K0 
or not. If they are equal base is authenticated and they 
replace the value of K0 with K1. At the next round base 
will be authenticated via broadcasting of the value of K2 
and process will be continued until Kn. In this protocol, 
every node has multiple parents in tree, and selects one of 
them for forwarding the message. They use Neighbor Re-
port System, to detect and delete malicious compromised 
nodes which try to inject inconsistence routing infor-
mation in the network. The idea of this system is like this; 
when a node receives suspicious routing information 
from its neighbor, it suddenly report to base. Then base 
asks the neighbors of the suspicious node to announce the 
information about this node in the network. Sink collects 
the votes from the neighbors of suspicious node and de-
termines node is really been compromised or the reporter 
is a compromised nod? And finally sink, omits the suspi-
cious node from the network by revocation of its key. In 
this protocol, it had been assumed that a compromised 
node cannot broadcast inconsistent routing information 
to its neighbors.     
Yin and Madria proposed Secure Routing Protocol for 
Sensor Networks (SecRout) to have secure network 
against compromised nodes which try to drop or modify 

the messages. SecRout is a family of cluster-base routing 
and applies two-level architecture which divided network 
to set of cluster with the cluster head and uses a secure 
and powerful sink as well. There are two types of key in 
SecRout. First which is shared among the nodes in the 
cluster is called cluster key and second is master key 
which is shared among the sink and cluster heads. The 
founders of SecRout consider four features for it. First the 
size of routing and data packet is very small. Second, it 
creates secure route and then forward packet through it 
and not broadcast the packet and so it has a very small 
amount of overhead. Third, as it mentioned before, it ap-
plies two-level architecture which data first is collect in 
the cluster head (through the sensor nodes which exist in 
the cluster) and then will be forwarded to sink. And final-
ly it uses symmetric cryptography. All messages will be 
verified in SecRout through MAC. SecRout not only will 
detect if intimidate node drop the packets or modified 
them, but also detect the malicious source node which 
sent abnormal packet to sink. 
Zhang et al. proposed A Secure Routing Protocol for 
Cluster-Based Wireless Sensor Networks Using Group 
Key Management (RLEACH). This protocol which is a 
family of cluster-based protocol can be thought as securi-
ty extension of LEACH. The founders of RLEACH devel-
oped a key management scheme based on random pair-
wise key management (RPK). The problem basic RPK 
scheme is that it is not adaptable to LEACH as it is not 
providing shared key for all nodes. In order to address 
this problem they proposed improve RPK key manage-
ment scheme. RLEACH is resistance against the different 
attacks such as selective forwarding as all nodes had been 
integrated with the share key and attacker need to cap-
ture many nodes to achieve its objective, Sybil as it ap-
plies node to node authentication through the improved 
key management scheme and hello flood attack as every 
node need to have a permission to join the network.  
Ruan et al. proposed a secure routing protocol for clus-
tered sensor networks. The mentioned protocol is based 
on centralized energy-efficient routing protocol which 
was introduced by Maruganathan et al. in (49).  In this 
protocol which is a family of clustered base protocol, 
there are one powerful base and thousands of limited 
sensor nodes which can act in sensor and cluster-head 
modes. And it is assumed that cluster head has the ability 
of direct communication with each cluster member and 
nodes cannot move after deployment as well. The found-
ers of this protocol apply Elliptic Curve Digital Signature 
for message authentication to provide resistance against 
node compromising and perform rekeying operation pe-
riodically in order to decrease the opportunity of break-
ing the key for attacker. The key management scheme 
starts with creation of public-private key at base and as-
signing them, randomly, to the cluster heads through the 
pre-loaded shared key. Then cluster heads do the same 
thing to the cluster members. This protocol periodically 
changes the cluster head so it performs rekeying opera-
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tion as it mentioned, and provides reliable route the base 
which make it secure against the attacks such as worm-
hole and selective forwarding. 
Srinath et al. proposed the Authentication Confidentiality 
(AC) cluster based secure routing protocol for wireless 
sensor network. AC, which is the family of cluster routing 
protocol, has three layers in which the one layer has the 
responsibility of cluster head election, another is respon-
sible for authentication and confidentiality and the last 
one deal with routing as well. The mentioned protocol, 
also periodically changes the cluster heads in order to 
decrease the chance of finding key for attackers. Addi-
tionally in this protocol, every node has a pre loaded 
unique identifier and certificate. For AC to work, first 
Cluster head broad casts its ID to the network and then 
nodes will send theirs ID and Certificate. After that clus-
ter head verify the node through the certificate. Once the 
node is verified by cluster head, it can send data. The 
same process will happen for communication between 
cluster head and the base but, in this case data will be 
authentication using signature. According to the founders 
of AC acclaim, AC should only use when the secrecy of 
data is more important than the energy consumption and 
this maybe is drawback of this protocol. 
Lan et al. proposed certainty-based secure routing proto-
col (CBSRP) for wireless sensor networks. CBSRP which 
is a family of cluster-based routing protocol applies AES 
cryptography to provide data secrecy and authentication 
mechanism. In this protocol the size of the key can be 
changed from 6 to 64 bits. It also uses a random function 
for generation of node’s key. Therefore by changing the 
length of the key, it can fine the security level in the sen-
sor network. 

7    SECURITY ANALYSIS 

In order to generalize previous findings, base on discus-
sion in Section 6, the following matrix which is shown as 
Table 3 is presented. In the proposed matrix, secure hier-
archal routing protocols in wireless sensor network are 
shown. It also identifies basic security requirements in 
wireless sensor network and specifies which protocol ad-
dresses which basic security requirements. We also try to 
extract the key management technique of the selected 
protocols and specify the cryptographic scheme. Addi-
tionally the authentication mechanism is identified for 
specific protocol. 
 
 
 
 
 
 
 
 
 

TABLE 3 
 SECURITY MATRIX 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
According to the proposed matrix, authentication and 
integrity are the most satisfied security requirements 
among selected protocols. Therefore those protocols 
which addressed these requirements can resist under the 
attacks such as sinkhole, Sybil, selective forwarding and 
spoof, alter or replay routing information as they authen-
ticate source and check for integrity of the packets. Confi-
dentiality is placed in the third place after authentication 
and integrity. Those protocols which apply cryptography 
in order to provide data secrecy can resist against the pas-
sive attacks which attacker has the intent of monitoring 
the traffic in the network. It also considerable that all of 
selected protocols, if apply cryptography, use symmetric 
cryptography which is more desirable than asymmetric 
one due to the limitations in WSNs. We also try to identi-
fy which protocols defeat or mitigate the routing attacks 
which are presented previously in Section 5.2.  Table 4 
shows that certain protocol defeats or mitigate the effect 
of which routing attacks. 
 
 

TABLE 4 
 RESISTANCE AGAINST THE ROUTING ATTACKS FOR SELECTED 

PROTOCOLS  
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2 + × × ×  + 

3  × + ×   

4 × + + +  + 

5  + + × × × 

6  + × +  × 

7  × × + × + 

8  + × ×  + 

9  +  +  + 

10  +  +   
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Note that we use different symbols in order to fill up the 
Table 5. Symbol ‘×’ means that protocol defeat the certain 
attack as it claim via authors and ‘+’ symbol means that 
protocol mitigates the effect of attack base on our pre-
evaluation. If the criteria of best secure hierarchal routing 
protocol election be resistance against the attacks, proto-
cols number 5 (SeRINS) and number 2 (TTSR)  will be 
selected as the most secure hierarchal routing protocols in 
wireless sensor networks as they are resistance against 
more routing attacks.  
 
According to the discussion in the Section 5.1, we 
matched these protocols to the appropriate application 
domain which is mentioned in Section 2. The result is 
presented in Table 5. 
 

TABLE 5  
PROPOSING THE SECURE HIERARCHAL ROUTING PROTOCOL IN 

WSNS TO APPROPRIATE APPLICATION 

Application 

Basic Security Requirements 

Appropriate 

 Protocols 

C
o

n
fid
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n

tia
lity
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te
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rity
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Environmental  × ×  1,3,4,6,7 and 8 

Industrial  × ×  1,3,4,6,7 and 8 

Healthcare × × × × 
Enhancement of 2,5 

and 9 

Security/Critical × × × × 
Enhancement of 2,5 

and 9 

 
 
As it shown in Table 5, which is extended of Table 1, pro-
tocols number 1, 3, 4, 6, 7 and 8 are more suitable for en-
vironmental and industrial applications as they address 
integrity and authentication which are the minimum se-
curity requirements for environmental and industrial ap-
plication. Protocols number 2, 5 and 9 are more suitable 
for healthcare applications as they address authentication, 
integrity and confidentiality.  The candidate protocols for 
security applications are protocol 2, 5 and 9 but as they 
are not addressing availability they need some enhance-
ment to grantee all basic security requirement will be ad-
dressed.   
In this section, we generalize previous findings regarding 
of secure hierarchal routing protocols in wireless sensor 
network and extracts their features such as key manage-
ment schemes. Then we focus of routing attacks and iden-
tify which protocol, will mitigate or resistance against the 
which routing attacks. And finally base on discussion 
presented in Section 5.1 we proposed appropriate appli-
cation for selected protocols. 

8    CONCLUSION AND FUTURE WORKS  

We briefly introduced wireless sensor network, its ap-
plication and most wildly used elements in WSN which is 
sensor device. Then routing in wireless sensor networks 
was discussed. Additionally we reviewed some on con-
cepts and issues concerns with security in WSN. In Sec-
tion 6, selected approaches about secure hierarchal rout-
ing protocols in wireless sensor networks were represent-
ed. In the next section, we generalized previous research-
es about secure multipath routing protocols in WSNs and 
proposed a matrix in this concern. The proposed matrix 
may be considered as the basis for the researchers who 
want to work on the secure hierarchal routing protocol in 
wireless sensor network. And after that we identify re-
sistance of protocols against the routing attacks and pro-
pose them for appropriate applications.  In the future we 
intend to evaluate these protocols under variety of rout-
ing attacks and verify them to the proposed applications 
and utilized them with availability which has been not 
addressed yet.  
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